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Data Spaces Connection - I0TA Tangle Integration

Introduction.
Context: Industrial loT & Data Lifecycle.
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Data Spaces Connection - I0TA Tangle Integration

Introduction.
Context: Industrial loT & Data Lifecycle | Data Generation.
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Introduction.
Context: Industrial loT & Data Lifecycle | Data Storage.
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Data Spaces Connection - I0TA Tangle Integration

Introduction.
Context: Industrial loT & Data Lifecycle | Data Exchange 8§ Exploitation.
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Data Spaces Connection - I0TA Tangle Integration

Introduction.
Problem Statement: data space for lloT data exploitation with third parties.
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Data Spaces Connection - I0TA Tangle Integration

Contributions: implementation of a data space for lloT grounded on IOTA framework.

Metadata

IOTA Technology e

Directed Acyclic Graph (DAG)-based i YO
Distributed Ledger Technology (DLT) I

/

;

h

o ® !

'

.
8- ™ et & Clearing “<-.
. E v, N

- ; ' House

. :

2 @ ¢

[}

’

» [ $

» | ] v

». '
9 [

RN SPPY L SNRRP P LIl

DATAPLANE

[—] e

Machine dataset storage > - DAG
Database Blockchain

Data Storage

1kerlan

2525558555?235:52?““ COPYRIGHT, CONFIDENTIAL AND PROPRIETARY. ALL RIGHTS RESERVED - PROPERTY OF IKERLAN, S. COOP. This information carrier and the information it contains are the property of Ikerlan, S. Coop. Any reproduction, disclosure or use of either is prohibited

without the prior written consent of Ikerlan, S. Coop. Ikerlan, S. Coop. reserves worldwide all rights also in the case of industrial property rights being granted. The same provisions apply to any oral communications related thereto accordingly

DATA CONSUMER

~ T N
/// ~

\

/( Connector \ \
\ | /™ h

/)

\
\\\_//

DATA USER

UC | igsied,



Data Spaces Connection - I0TA Tangle Integration

Introduction

Contributions: implementation of a data space for lloT grounded on IOTA framework.
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Proposed Solution.

Integration of IDS core conceptual components with [0TA framework.
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Data Spaces Connection - I0TA Tangle Integration

Proposed Solution.
Participant Onboarding: decentralized identity management through I0TA Identity.
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Proposed Solution.

Data Offering: description of assets and usage policies within the Metadata Catalog.

Publish VC with metadata description,__)

- Metadata
i usage policies & pricing of datasets Catalog
=e
=
H vC
: ° : DATA PROVIDER o of Identity » DATA CONSUMER
: > : - i 0" i .
H ® 'l‘ H - ~ et ggeXY, Provider 3 = -
| AeD | P —— ~- pest B eni® < f ~
: Authorize \ %e?‘c.\paa’& & w® g O/ ".‘ \\ ~
: Machine : - 5 / EDC \ ‘.paﬁ\ O\O ! \ / EDC \
: : \ Connector | :' ", \ Connector | ———— h
s 5 \ i '- \
: : N "J : n i N
g 49 S DATA OWNER N { o> Clearing <. N
HEENO\dh o ; House | DATA USER
B Y0 : ¥ “-5
H H ' H
: Machine : : !
H H ] '
: : 1 :
frrmmreemnnnnnnneeees ' \J v

R
R

CONTROL PLANE

DATA PLANE

v

Machine dataset storage

I0TA Tangle

1kerlan

MEMBER OF BASQUE RESEARCH

.
OOy atiaes COPYRIGHT, CONFIDENTIAL AND PROPRIETARY. ALL RIGHTS RESERVED - PROPERTY OF IKERLAN, S. COOP. This information carrier and the information it contains are the property of Ikerlan, S. Coop. Any reproduction, disclosure or use of either is prohibited u c | de CG nta b rl q

without the prior written consent of Ikerlan, S. Coop. Ikerlan, S. Coop. reserves worldwide all rights also in the case of industrial property rights being granted. The same provisions apply to any oral communications related thereto accordingly



Data Spaces Connection - I0TA Tangle Integration

Proposed Solution. -

The system relies on logs managed by the Clearing House, stored onI0TA Tangle.

Publish VC with metadata description
usage policies & pricing of datasets
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Data Spaces Connection - I0TA Tangle Integration

Proposed Solution.
Participants query the Metadata Catalog after being authenticated in the data space.
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Proposed Solution.

Contract Negotiation: negotiating contract Terms between consumers and providers.
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Proposed Solution.

Contract Negotiation: proposed workflow for the negotiation process of usage policies with defined
thresholds, based on the Dataspace Protocol (DSP) [1].
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International Data Spaces Association, 2024.
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Proposed Solution.

Data Spaces Connection - I0TA Tangle Integration

Data Exchange: provide access to offered data, using IOTA Tangle as storage system.
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Proposed Solution.

Data Spaces Connection - I0TA Tangle Integration

Policy Enforcement: technical enforcement of policies, according to contract agreement.
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Data Spaces Connection - I0TA Tangle Integration

Conclusions
I0TA DAG-based implementation of core IDS components.

Integration of DLTs in data spaces architecture:

= |dentity Provider
Decentralized identity management (Self-Sovereign Identity).

= Metadata Catalog
Registry of connectors and data offerings with descriptive metadata (Verifiable Credentials).

= Clearing House
Monitoring, transaction states, and policy enforcement with immutable records.

= Smart Contracts
Enables automated contract negotiation and compliance enforcement.

= Wallets
Facilitates secure and automates payment processing within data spaces.

ikerlan Uc Universidad

COPYRIGHT, CONF\DENT\ALAND PROPRIETARY. ALL RIGHTS RESERVED - PROPERWDF\KERLAN S.COOP. This f ! and the infor it contai ethe p p rty o Hk l , S. Coof p Any i p t d msu ofel th is prohibited de Ccntabrla 2
LLLLLLLLLLLLLLLLLLL without the prio ent of Ikerlan, S. Coop. Ikerlan, S. Coop. re: orldwide all rights also in the fdtlpptyghtb gg thh pro apply toany oral c nicat Hdth eto accordingly



Thank you

@ Anhelina Kovach
® akovachfikerlan.es

ikerlan Uc | Universidad

EEEEEEEEEEEEEEEEEEEEEE de Cantabria

LLLLLLLLLLLLLLLLLLL



	Diapositiva 1
	Diapositiva 2
	Diapositiva 3
	Diapositiva 4
	Diapositiva 5
	Diapositiva 6
	Diapositiva 7
	Diapositiva 8
	Diapositiva 9
	Diapositiva 10
	Diapositiva 11
	Diapositiva 12
	Diapositiva 13
	Diapositiva 14
	Diapositiva 15
	Diapositiva 16
	Diapositiva 17
	Diapositiva 18
	Diapositiva 19
	Diapositiva 20
	Diapositiva 21

