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Requirements

1. Enable secure data exchange across multiple entities.

2. Ensure data sovereignty enabling:

▪ Data Access.

▪ Data Usage Control.

▪ Legal Compliance.
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Provide descriptive features, usage terms, and pricing for offered data assets.
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Records all operations occurring in the data space.
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IOTA Technology 

Directed Acyclic Graph (DAG)-based 
Distributed Ledger Technology (DLT)

Suited for IIoT environments: 
microtransactions, scalability, throughput

1. Data Immutability

2. Data Traceability

3. Data Provenance
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Decentralized Identity 
Management

Verifiable Data Registry

Smart Contracts

IOTA Technology 

Directed Acyclic Graph (DAG)-based 
Distributed Ledger Technology (DLT)

Suited for IIoT environments: 
microtransactions, scalability, throughput

1. Data Immutability

2. Data Traceability

3. Data Provenance
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YESContract Request 
Message

State: Requested

Contract Agreement
Message

State: Agreed

Contract Agreement 
Verification

State: Verified

Contract Negotiation 
Event Message

State: Finalized

Policy
Matches

NO

Within
Threshold

Contract Offer
Message

State: Offered

Accept
Counter Offer

Contract Negotiation
Event Message

State: Accepted

Contract Agreement

DATA PROVIDER

DATA CONSUMER

DATA PROVIDER

DATA PROVIDER

DATA CONSUMER

DATA CONSUMER

YES

NO

NO

[1] “Dataspace Protocol Specification v.2024-1”, 

International Data Spaces Association, 2024.
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Conclusion Remarks

Integration of DLTs in data spaces architecture:

▪ Identity Provider
Decentralized identity management (Self-Sovereign Identity).

▪ Metadata Catalog
Registry of connectors and data offerings with descriptive metadata (Verifiable Credentials).

▪ Clearing House
Monitoring, transaction states, and policy enforcement with immutable records.

▪ Smart Contracts
Enables automated contract negotiation and compliance enforcement.

▪ Wallets
Facilitates secure and automates payment processing within data spaces.
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